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w77 B 2 2= ) v ed

35) CISA, Section 102(6).
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HA dAY e oJ4le] Hi= At EQE 3ol Bk FHepAAE FHA,
Nt w= A T= B9 AA] - 2f-7] S (signature)- 7| = 7 B 227 E A
23} 39) vhg-2 o] o} 2 whoj2 A o] tfE Al ol7}b ¥lth4o
- A2 S EA7E FEHH (web traffic)oll A 2} A Q] FFo] I
Bs zholdl= FHSFE 2213
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38) 58 AfelwR gl 9189 A2 FE% AR gt BAE 23

39) CISA, Section 102(7)(A).

40) WrojF:x]e] Al ool WA= The Department of Homeland Security & The
Department of Justice, GUIDANCE TO ASSIST NON-FEDERAL ENTITIES TO
SHARE CYBER THREAT INDICATORS AND DEFENSIVE MEASURES WITH
FEDERAL ENTITIES UNDER THE CYBERSECURITY INFORMATION SHARING
ACT OF 2015, June 15, 2016, p. 7.
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‘- E9k R K- A3k’ (Secretary of Homeland Security), ‘=7HF4- A3 (Secretary
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A5 Feolsle FEo® o5 A2 AR FHE vhsA s
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olel] 71" I7bE wWokeA] ool o utell glcts) o]l w3}

o 7|HARE FHsle e AWr|d2 olv EAsty sle ‘wF7I
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42) The Office of the Director of National Intelligence & The Department of Homeland
Security & The Department of Defense & The Department of Justice, SHARING OF
CYBER THREAT INDICATORS AND DEFENSIVE MEASURES BY THE FEDERAL
GOVERNMENT UNDER THE CYBERSECURITY INFORMATION SHARING ACT OF
2015, February 16, 2016, p. 7.
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1t} (downgrade), 7]H-& & A3t}
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44) FEQFR ] o9} e ECS Z 2ol el id Fa T ‘malware activity’
B A5 Z2as vysie d5& wech A wal, g2 o] sl &
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45) Id. at 9.
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2) FBI2| ‘Private Industry Notifications(PINs) It ‘Liaison Alert
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AH}Al=f(Federal Bureau of Investigation: FBI) ‘PINs’¢} ‘FLASH
reports’ & &3l wlZkod o] w2 21 A ¥ ’(contextual information)e} ‘7]
= A 2 (technical information)g A 53}7] 93l o]zt HH e 7|4
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46) Id. at 9-10.
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AR el Bl sl AL d3he Fofdieh FAAHoR Bve, A
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X

j=3
e ANade et ARE nEY BAe ov]gehsy

48) Id.

49) CISA, Section 104(c).

50) Jamil N. Jaffer, supra note 31, at 589.
51) CISA, Section 102(4).
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| &F 7Fedt ARE £ o ®HEsA sF7] Hsl, 7hel=efalelA]
Alel gl $18o] Moz FEAFR]E o AR I Y <
873k gk olel uwhg} rAjo]
Ao Ale]M 918 A% 2 W

$]gF ok}, (Guidance to  Assist

52) The Department of Homeland Security & The Department of Justice, supra note 40, at 7.
53) CISA, Section 104(d)(e).

54) The Department of Homeland Security & The Department of Justice, supra note 40, at 5.
55) Id.
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Non-Federal Entities to Share Cyber threat Indicators and Defensive Measures
with Federal Entities under the Cybersecurity Information Sharing Act of
2015)0ll A& b3 2 F 7HA 39 ARE Afolwrgt 384 F
AHow ARE A R FAol AP TH o o3 BEE= HH
o) B EAQl ol % A A7

A AARREyd o6 neHE A%R Gued, 1 P4

Arsd A J+EL17P AE '6}7%‘% Evs}— MlE& AE 5 gle A7
A Ro|thsn of7|x ALPER FTH| o3 HIiwe AZTE ARE ()
Melel A, A we v SAH mE AAA Aot Abel, (i)
Melell HHgE el gAn| o] A, (i) HellA o gAul~E AFg
gk A, @A == v vSA Tz 54 i

o
=
B e »}e}mb u 4&% S oole Ao e geA 247}

o F4ARI} 7] 1 %H%‘rfﬂv}. o] m-}% FEAuelE LA

=
dE= LH , e AR, 2897 RuA Fol 23

FalolH B ol A B39, Section 104(c)= H|AH}7| ol Al oAntr| 2
o & vldnt| 3 Afe| 93] A FE E WA E FHE g e W
S Y3t glol. W Section 105(c)= 53] v|Au}r|Fo] o]} %
ARES TEQGR YV 2993t “d3 2 A} (Capability and Process) S
B Ffobe Aol w3l FAST ks ARob TEE S Ale]

Q77| Rke] WA H= BE o] Ao
N7E7)13ke] HEQEE F-o] |l 2 HApE FIAY

56) Id. at 9.
57) 45 CFR 160.103.
58) The Department of Homeland Security & The Department of Justice, supra note 40, at 10.

177



HAAT ) A5z

e 2] MApolMEel AR FFH, Section 105(c)(1)(B)ollA] &L= 1+

o = FHEE AS$d =59 59 Section 106(b)7}
el Wl WA M-S FEEA] @A "k
", Section 104(c)= &% Section 105(c)(1)(B)7} 7F
]

5
A3t AREZS W 9o AHBFTHE L35t 9 A9, o] A& Section

Aol ge AR B ol =AE THT

59) TAtelM Bl AR FHH, Section 105(c)(1)(B)E HEJIMFI/L -<dsts w3 2 A
2}*(Capability and Process)& ®|dHl7|3o] F-f-3l= AW A% 2 WA xAE
AL PR ARl Wl o2 FAIT 2 Section 105(e)(D(B)= (i) *#*
w15l Apolnjrel fjgfel il st vt ofml Ff-El Abelw $13 A el 27|38k
Wl 2AE A7 5o, ofn] oAl FfrEl Abelw 97 A kel w3 ARyl
bould )3 Afolel o] FolA| = oJAbaE I (i) Al el H= mldw )] 4F
AFA QL Azt Apolu{ Bl 1§ sl sl AL Fel HalM= CdlelE
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60) TAFelH HqF AW FF-H, Section 106(b)= “RlZE71Fo] FH Section 104(c)ll wheb A}
olv 918 A it WA E Ffr = FHEs Ao, () 29k 22 TR
ol FWel Fgst, (2) Aty Axt WoxAE 53] AwWAFo} Ffdh=
7ol oh 22 Ak 913 Ay whel 22 7F FH Section 105(c)(1)(B)ell 3
s W o o] Folxl A, b Rbel dsiA e 2oh 22 ARFHE °lfE &
E A7 = dla wkek &b AZlE ek ole ZslrEolof vk A gk} whet

fol AwpA - o]9]e] 7|3 ARE TR A-Fol= TAtoninl Ax

Nl okom EW Section 106(b)2] HAMFF o] AHLEE o HlE|,

ANt ARFFE S A-fole 2ob 22 ARFHIE Abelw el ARFH

oFolol & 4 ofufE}, FH Section 105(c)(1)(B)elA A3t HWHll
upet A B FF7 o] FolH okt EH Section 106(b)e] WA F3 o] A8t}

61) The Department of Homeland Security & The Department of Justice, supra note 40, at 10.
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62) Id. at 12.

63) TAtolmE ol AR, 0l Pn‘“}% uhel| w2t ek Ak 20164 34 17
Aol FEQFHEY- Qtel] viH = A 2 AP st 2AF 7bsEs SHIA

64) The Department of Homeland Security & The Department of Justice, supra note 40, at 12.

65) Id. at 13.

66) Id.

67) Id.
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2A1gkr}e8) oo} 2 AIS FHVIAFE2 AIS ©
F3l Aol 9l A xE 2 welx Xl~ zila?‘f}t
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- b Fh RE:3E 918 profile AR &7 ZElolW A
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\_- HdH)#: ALS Profile) 5 87 Y,
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) u * DHSel & 47 A, the) AE3Y 24 1A
U A1
CTIs ¥ DMs ] 3}/84] L AEF G 0B wE ATH o o4 A"
T & gl 54 Ps(fied) (1A A, A g3 AE
~ 7
N
C A A g A, )RS cns % DMs A4
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- BA "E(fieldel da Al o3 AR 27FHE A
S AR 2 =B A3 CTis 2 DMs A%

- Al o8k AEr) kg Ew, STIX®] ¥4 Y (versioning)
7% 48] gdele]l= H CITs ¥ DMs A%

68) Id.

69) Id.

70) Id.

71) ©]ell thafA]= The Department of Homeland Security & The Department of Justice,
FINAL PROCEDURES RELATED TO THE RECEIPT OF CYBER THREAT
INDICATORS AND DEFENSIVE MEASURES BY THE FEDERAL GOVERNMENT,
June 15, 2016, p. 3-9.
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o] SapelEofl A S1 ekAlS AT
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HLE Ax 2 W x2AE T 7 Uk g FAlem HUt Afe]
HuEgk 4 54 FFAE O AEFH= Aol s Ax 2 WelxzAE
B, Section 105(c)ell ol& 5% EFRY-
o g 2 AApe] dNE IAFHEE, TAo|wEE ARFRFH,
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Aeh, Aolu sl B A, wdws)el o8 THE Axd fE
@ Aol sy A% W welxA ] Wi Aus} glEA, BA, wop 19
o S sk 2 Abelulsly AE 2 el =AsL Aol net 136

AgAon B e AARE wh AAAEYRE EFeha ol
AL ohdAE AEich oldF AR Brbd THE AolMAY AE
U o]zt FERRLYS] AW 8 iz o], Aol 9l
Agaz ol48 AREL 44T APrlREe] ALY 4 QER F=

72) AIS Profiled FEQFH 37} T} E odupr| @} PO 2 AA Alolued A% wx )
Zx9} 71 AAAH o7 FelEo] gltly Igkdl glHd e ’(input ﬁeld)7]- >3y

% she ol 2 %de] gtk STIX Ede] 4 /9 A=EL EFew it
uksll, AIS Profile Abolw Rl $1g]el] 24 #Halw= 7o ghods]y Fafe]w mel
HRFHY,0] LFeE vish o] mefolulA @ A AfE nEsE BEE
o] HEAgte|c}. STIX E9 ¥ AIS Profile®] Afo]H ol Fa|H = Id. at 4.

73) The Department of Homeland Security & The Department of Justice, supra note 40, at 13.

74) B2 ollx] AHF upe} 7o), STIXS) TAXIIE o] &3 535 wile] AR A3
=]+ Hholr}d. The Department of Homeland Security & The Department of Justice,
supra note 71, at 9.

75) 4 oFA] AA o] 3 2] o]} e Aol A A= Id at 9-10.
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76) The Department of Homeland Security & The Department of Justice, supra note 40, at 14.
77) The Department of Homeland Security & The Department of Justice, supra note 71, at 9.
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Abstract

Current Trends in the U.S. Cybersecurity Laws

Yang, Chun-Soo*-Jee, Yu-Mi**

As the ‘hyper-connected society’ has emerged through the ‘Fourth Industrial
Revolution, public interests as well as social dangers have increased. Above all, the risk
of infringement of information, including confidential personal information, is
dramatically increasing. As the hyper-connected society has been realized, even if only
one of the internet devices is hacked, there would be a danger that the ripple effect of
such a hacking spreads to the whole network. Therefore, the necessity and importance
of information security, including cybersecurity, has been increasing. In other words,
the stability of cyberspace and internet space is becoming more important. As a result,
the Korean government is seeking to build a legal system related to information
security, which would be able to cope with the information infringement problem in the
hyper-connected society. However, it seems that the government is still struggling with
the direction of building such a legal system. In this context, a comparative review
examining the legal systems of advanced foreign countries will provide meaningful
implications as to what kinds of legal policies we should devise and implement for
information security. In particular, the U.S. legislative act that actively responds to the
cybersecurity violations is worthy of reference. For this reason, this article
systematically analyzes the current status of the U.S. cybersecurity laws. Especially,
this article focuses on the “Cybersecurity Information Sharing Act of 2015”(hereinafter
“CISA”), that was recently enacted by the U.S. congress. The CISA prescribes the
systemic and detailed information-sharing between national and private entities. The
CISA, that actively promotes information-sharing, is full of suggestions for us, in that
information-sharing is an effective way to properly realize information security in

today’s hyper-connected society.

* Professor at Yeungnam University Law School, Dr. jur.
** Assistant Professor, Division of Law, Daegu University, Ph. D.
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