
. 

. 
   1. 
   2. 
   3. 
   4. 

. 
   1. 
   2. 
   3. 3
   4. 

. 
   1. 
   2. 
   3. 

. 

* 
: 2014. 5. 30. / : 2014. 6. 20. / : 2014. 6. 25.



. 

2014 4 , 

“

2020 1980

” .1) 

. (Internet of Things, IoT)

, (Things)

,2)3) 

2005 ITU 1997 ‘

(Challenges to the network)’

, , 

.4) 

(Machine to Machine,. M2M), (Thingternet), 

, (Internet of Everything, IoE), Internet of objects

. 1 2
5), 3 6)

, ICT

. / , , 

, .7) 

1) , 1235 , 2014.5.5, 30-41
2) , “ ”, KISDI Premium Report, 14-3, 

2014.4.23, 2
3) Internet of Things(IoT) 1998 Kevin Ashton . Rolf 

H. Weber, “Internet of Things New security and privacy challenges”, computer law 
and security review, 26, 2010, p.23

4) ITU, ITU Internet Reports 2005 ; The Internet of Things, November 2005, p.2
5) IoT , , 

, 2014, 43
6) IoT , , 171
7) , “ICT ”, , 2014. 

4. 30. 8



< 1> ITU IoT 
: ITU(2005)

, (Future Internet), , , (semantic 

technology) .8)

IoT , 

. IoT , , 

, , , , , , , 

, , e .9) IoT

.10) 100 2020 500

, 1 2020 10

8) Peter Friess, “Driving European Internet of Things Research”, Ovidiu Vermesan and Peter 
Friess(ed.) Internet of things: Converging Technologies for Smart Environments and 
Integrated Ecosystems, River Publisher, 2013, p.2

9) Ovidio Vermesan, “Europe's IoT strategic research agenda 2012”, Ian G Smith(ed.) The 
Internet of Things 2012 New Horizons, 2012, Halifax, p.36-39

10) Ovidiu Vermesan et el, “Internet of Things Strategic Research and Innovation Agenda”, 
Ovidiu Vermesan and Peter Friess(ed.) Internet of things: Converging Technologies for 
Smart Environments and Integrated Ecosystems, River Publisher, 2013, p.136



2030-2040 200 .11) 

. 

10 14 4 ,12) 

ICT .13) IoT

18 1 , 20

2 , 1970 ICT 3 4

(Industry 4.0) .14) 2014

, ICT R&D 10

.15) 

, IoT . 

, 

.16) ITU

2005 IoT , 

.17) 

, 

. 

IoT

. IoT

, , 

11) IoT , , 47
12) , “ , 10 4 6,000

”, Internet & Security Bimonthly , 2014 1 , 34
13) , “ ”. IT R&D , 

, 2012.9. 1-24
14) IoT , , 215
15) , , 

, 2013.11, 54
16) Tobias Kowatsch and Wolfgang Maass, “Privacy concerns and acceptance of IoT 

services”, Ian G Smith(ed.) The Internet of Things 2012 New Horizons, 2012, Halifax, p.176
17) ITU, supra note 4, p.9



. 

. 

( ICT )

.  

. 

, 

, 

. 

. 

.

, , 

.18) “

”

( 5 2 ) , “

. 

18) , , 24



, ( 6

. ) ”

( 2 11 ) . 

( )

, , 

, . 

(

)

. 

. 

, 2014. 2. 14. ICT 

, 

( 36 , 37 ). ICT

. ICT 

. ICT 

( 4 ), 

. ICT 

, 

. ICT 



. 

, 

.  

. 

, 

. IoT

, , , 

. 

2005 ITU

.19) 

IoT . 

, , 

. IoT , 

IoT , 

.20) IoT

, (Firewall)

, 

, 

19) ITU, supra note 4, p.9
20) Gianmarco Balini et el, “Internet of Things Privacy, Security and Governance”, Ovidiu 

Vermesan and Peter Friess(ed.) Internet of things: Converging Technologies for Smart 
Environments and Integrated Ecosystems, River Publisher, 2013, p.208



.21) ITU

, , 

( < 2> ).22) 

< 2> 
: ITU

(

), ( ), 

( ) .23)

21) Jens-Matthias Bohli, Peter Langendorfer and Antonio F.Skarmeta, “Security and Privacy 
Challenge in Data Aggregation for the IoT in Smart Cities”, Ovidiu Vermesan and Peter 
Friess(ed.) Internet of things: Converging Technologies for Smart Environments and 
Integrated Ecosystems, River Publisher, 2013, p.241

22) ITU, supra note 4, p.8 ; Bilel Jamoussi, “IoT Prospects of Worldwide Development and 
Current Global Circumstances”, p.22
(www.itu.int/en/ITU-T/.../1010-B_Jamoussi_IoT.pdf. 2014.5.19. )

23) , “Privacy Issues in IoT Communication”, 2013
, 764-765 . < 1>



( , )

(DDOS, )
( )

, 

, 

< 1> IoT

RFID(Radio Frequency Identification) , 

, 

, 

.24)

IoT , 

, 

, 

.25) 

1999. 2.8. 

, 

2005 , 1994

, 2011 . 

24) , (Machine-to-Machine)
, , 2010. 9. 30. 89

25) Rolf H. Weber, supra note 3, p.26



. 

, 

, , ICT . 

ICT

. 

. 

2

( 1 ), 

. 

, . 

, 

. 

. 

, 

. 

. 

, 

. ICT 

, . 

2009 ‘ ’

, 2014 ‘

’ . 

3 IoT , 



IoT , IoT 

. 5.13. 

. 

, , 

IoT , 

, ‘

’ .26)  

EU . EC(The European Commission) 2009.5.12. 

(Prvacy and Data Protection Principles)

RFID , , , 

(recommendation) , EU

RFID .27) 

, EU Commission 2009.6. 

(Internet of Things-An action plan for Europe) 14 (Line of Action)28)

, 

. 2

‘ (Continuous monitoring of the 

privacy and the protection of personal data questions)’

. 3 ‘silence of the chips' , 

26) , 
27) Rolf H. Weber, supra note 3, p.25
28) Commision of the Europen Communities, Internet of Things An action plan for 

Europe, 2009.6.18



.29) 2013. 6.

, . 

eCall(emergency Call)

2015 IoT

. EU 3

(No Action), (Soft Law), (Hard Law)

, 

( ) .30) 

IERC(The European Resarch Cluster on the Internet of Things)

, , , 

Activity Chain 05 . 

2020

.31)  

, 

. 

. 

. RFID

2007 RFID

.32) 

29) Rolf H. Weber, supra note 3, p.26
30) , “ EU ”, ICT R&D 

, 2013.6 , 52
31) Ovidiu Vermesan, supra note 10, p.136. Table2.2
32) Mariko Yoshihara, RFID and Frivacy, Public law Research Institute UC Hastings College 



(NIC) IoT 2025

6 (Disruptive Civil 

Technology) .33) (FTC) 2013.11. 

, 

, , 

, 

, .34) 

.35)

2009

‘ ’

. , , 

, 

, 

. 

2011 8 ‘IT ’

.36) 

of Law, 2008, p.7(http://gov.uchastings.edu/public-law/docs/plri/RFID.pdf. 2014.5.29. )
33) , , 5
34) FTC, Internet of Things - Privacy and Security in a Connected World, 2013.11.19. 

(http://www.ftc.gov/news-events/events-calendar/2013/11/internet-things-privacy-security-connected-worl
d. 2014.6.26. )

35) WSJ, “Setting Rules for the Internet of Things”, 2014.1.9.
   (http://blogs.wsj.com/digits/2014/01/09/setting-rules-for-the-internet-of-things/. 2014.6.26. )
36) , , 12-14



. 

. 

, , , , 

( ) . 

. 

(monitor for products), (monitor for animals), 

(monitor for persons), 

(collect data for profiling purposes) 4

.37) , 

. “

, , 

” .38) 

.39) 

, 

.40) 

.41) IP

37) Viola Schmid, “radio frequency identification law beyond 2007”(http://tuprints.ulb. 
tu-darmstadt.de/1296/1/CylawReportXXIV_RFID_090106MB.pdf. 2014.5.29.)

38) , , 82
39) Viola Schmid, supra note 34
40) RFID

. , “
RFID ”, , 40 , , 

2007.10, 15



MAC . 

. 

, 

( )

. 

. 

. 

‘

’, ‘ ’, 

‘ ’

.42)

, 

, 

. , 

, 

. ‘

2 2 3

’( 2 1 )

. ‘ (

41) , , 92
42) , , 2004.12, 

6~7



)

’( 2 2 )

.   

, “

” , 

. 

, . 

. 

USIM , , 

(IMEI) IMEI USIM 

.43) 

. 

“ ” 

“ ” .44) 

, 

, 

, 

.45) 

43) 2011.2.23. 2010 5343 . , 
“ ”, , 18 1 , 2014.4, 
214215 

44) , , 2011, 9 ; EU
26

. 



. 

. 

2011 D GPS IP 

IP

.46) 

. 

. 2005

. 1

. 

, 

, . 

, 

, . 

. 

, 

. 

45) , 
, 3

. , 
. , , 217-219

46) , , , 
, 2013.12. 77-81



. 

.47) , 

. 

. 

, . 

. 

, , 

. , 

, 

. 

. 

, 

. 

( 15 1 , 18 , 19 ). 

( 39 , 40 ) , 

( 43 2 ) . 

47) , “ ”, , , 
2012. 213



. 

, 

. 

‘ ’

. 22

, 2

. 1998
48)

. “

”49)

.  

. 

, 

. 

. , 

.50) 

48) [ ] 6 ( ) < >
    

. , 1 .
    1. 
    2. 
    3. 
49) , 

, 1998.12. 2-3
50) , , 765



,51) 

,52) 

.53) , 

“

”

( 15 ) 

, 

. 

54) . 

, 

, 

.

3

51) , , 46 ; , “
”, , 52 , 2011.2. 296

52) 
( 25 1 5 ), 

( 15 ), 
. 

‘ ’
. 

, , 64
53) , , 2013.12. 45
54) , “ ”, , 12 2 , 2005

, , 130



, 

.( 19 3 ). 

, 

, 

. 

.

. ‘

’( 2 6

) , ‘

’( 2 7 ) . 

( 5 ), 

( 9 ). 

2005

.55) 

, 

, ,56) 

55) “ , , 
, 

, 
, 

, 
, , 

” . 2004.9. 
56) , , 205



. 

. 

. 

. 19

. 

. 

, 

. , , 

, 

,  IoT 

, 

.57) (crytographic techniques), , 

, , .58) IoT

2015

, 2020

, 2020 (self adaptive) 

.59) 

, , 

57) Jens-Matthias Bohli, supra note 19, p.225
58) Ovidiu Vermesan, supra note 10, p.95
59) Ovidiu Vermesan, supra note 10, p.129. Table2.1



, 

( ) , 

.60) 

. 

2014 ‘ ’

. 

. 

, , 

.  

, RFID

, 

. 1) 

(Right-to-know-legislation), 2) (Prohibition-legislation), 3) 

(IT-security-legislation), 4) (Utilization-legislation), 5) 

(Task-force-legislation) . RFID

EU (The eurpean Article 29 

Data Protection Working Party) . RFID

, 

60) , RFID , 2007.9



RFID , 

RFID , 

RFID

.61) 

.     

, . 

, 

, 

. ICT 

(

) . 

, 

. 

, 

. 

, 

, 

, , , 

.62) 

, 

,63) 

61) Viola Schmid, cylaw - Report - cnference 
Speechers to the “internet of Thimgs” in 2008.
(http://tuprints.ulb.tu-darmstadt.de/1296/1/CylawReportXXIV_RFID_090106MB.pdf. 
2014.5.29. ); Rolf H. Weber, supra note 3, p.29

62) , , 152-153 ; ‘
( )’ . 

, , , 2010.12, 44



, 
64)

. , 

. 

, 

, 

. 

ICT 

.65) 

.66) 

, 

, 

, RFID 

.67) EU , 

(Soft Law)68) ,69) 

63) Rolf H. Weber, supra note 3, p.27
64) Viola Schmid, “radio frequency identification law beyond 2007”(http://tuprints. 

ulb.tu-darmstadt.de/1296/1/CylawReportXXIV_RFID_090106MB.pdf. 2014.5.29. )
65) . 

. , “
”, 20 2 , 2013.3, 1-7

66) 
. , “

”, 2013 , 31
67) Viola Schmid, “radio frequency identification law beyond 2007”(http://tuprints.ulb.tu- 

darmstadt.de/1296/1/CylawReportXXIV_RFID_090106MB.pdf. 2014.5.29. )
68) ‘soft law’ (self-regulation)

(co-regulation) , 



(No Action)
EU

(Soft Law)

, 

( ) (quasi 
legal institution)

EU

(Hard Law)

RFID

.70)

< 2> EU

: 

,71) 

. Rolf H. Weber, supra note 3, p.27-28
69) , , 52
70) , , 2007.9
71) 

, 
. 2005

, 



. 2013. 12. 27. 

.72)

(1) , 

. 

. 

(2) , . 

, 

.73) , 

,74) 

,75) 

opt-out . IoT

RFID 

. 

, 

.76) 

. 
72) 2013.12.27.
73) , , 130 ; , , 216-217 ; , , 

227
74) ‘RFID ’ RFID 

( 5 ). , , 2007.9 ;  Viola Schmid, cylaw - Report 
- cnference Speechers to the “internet of Thimgs” in 2008.(http://tuprints.ulb.tu- 

darmstadt.de/1296/1/CylawReportXXIV_RFID_090106MB.pdf. 2014.5.29. ) ; , 
, 296

75) , , 219
76) Gianmarco Balini, supra note 18, p.210



. 

(3) , 3

. 3

, 

( 19 ). 

. 

.77) 

(4) , . 

, 

, 

. 

, 

, 

.78) 

( 38 3), 

77) , 
, 2014.2, 15

78) , , 8



.

(5) , , 

, 

. 

, , 

. 

. 

, 

, , , 

.   

. 

. , 

. 

, , 

. , 

. 

, , 

. 

. 

. 

, 

. 



. 

. 

. 

, 

. 

, 

. 

. 

, 

. 

, 

.



, “ICT ”, 
, 2014. 4. 30

, , , 
, 2013.12.

IoT , , 
, 2014

, . IT R&D , 
, 2012.9. 

, “ ”, , 
, 2012

, “ ”, 
, 52 , 2011.2

, RFID ,
, 40 , , 2007.10 

, “Privacy Issues in IoT Communication”, 2013

, “ ”, 
2013

, , 2014. 5. 5. 1235
, “ ”, , 18

1 , 2014.4. 
, “ ”, KISDI Premium Report, 

14-3, 2014.4.23.
, “ ”, , 12

2 , 2005 , 
, (IoT) , 

, 2014
, “ ”, 

20 2 , 2013.3
, 



, 2004.12, 
, 

, 1998.12. 
, 

, 2014.2
, 

, , 2013.11.
, (Machine-to-Machine)

, , 2010. 9. 30. 
, RFID , 2007.9

, “ EU ”, ICT 
R&D , 2013.6

, “ , 
”, Internet & Security Bimonthly , 2014 1

________________, “ , 10 4
6,000 ”, Internet & Security Bimonthly , 2014 1

, , , 
2010.12

, , 2011.

A Juels, “RFID Security and Privacy: A Research Survey”, IEEE journal om 
Selected Areas in Communications, Vol.24, 2006

Bilel Jamoussi, “IoT Prospects of Worldwide Development and Current Global 
Circumstances” 

Commision of the Europen Communities, Internet of Things An action plan 
for Europe, 2009.6.18

Gianmarco Balini, Trevor Pierce, Marcus Handte, Domenico Rotondi, Sergio 
Gusmeroli, Salvatore Piccione, Betrand Copigneaux, Frank Le Gall, 
Foued Melakessou, Philippe Smadja, Alexanandru Serbanati and Julinda 
Stefa, “Internet of Things Privacy, Security and Governance”, Ovidiu 
Vermesan and Peter Friess(ed.) Internet of things: Converging 
Technologies for Smart Environments and Integrated Ecosystems, River 



Publisher, 2013
ITU, ITU Internet Reports 2005 ; The Internet of Things, November 2005.
Jens-Matthias Bohli, Peter Langendorfer and Antonio F.Skarmeta, “Security and 

Privacy Challenge in Data Aggregation for the IoT in Smart Cities”, 
Ovidiu Vermesan and Peter Friess(ed.) Internet of things: Converging 
Technologies for Smart Environments and Integrated Ecosystems, River 
Publisher, 2013

Mariko Yoshihara, RFID and Frivacy, Public law Research Institute UC Hastings 
College of Law, 2008

Ovidio Vermesan, “Europe’s IoT strategic research agenda 2012”, Ian G 
Smith(ed.) The Internet of Things 2012 New Horizons, 2012, Halifax

Ovidiu Vermesan, Peter Friess, Patrik Guillemin, Harald Sundmaeker, Marcus 
Eisenhauer, Klaus Moessner, Frank Le Gall and Philippe Cousin,  
“Internet of Things Strategic Research and Innovation Agenda”, Ovidiu 
Vermesan and Peter Friess(ed.) Internet of things: Converging 
Technologies for Smart Environments and Integrated Ecosystems, River 
Publisher, 2013

Peter Friess, “Driving European Internet of Things Research”, Ovidiu Vermesan 
and Peter Friess(ed.) Internet of things: Converging Technologies for 
Smart Environments and Integrated Ecosystems, River Publisher, 2013

Rolf H. Weber, “Internet of Things New security and privacy challenges”, 
computer law and security review, 26, 2010

Viola Schmid, “radio frequency identification law beyond 2007”

http://www.internet-of-things-research.eu
http://www.itu.int/en/publications/Pages/default.aspx



< >

, 

, 

. 

. 

. 

, 

, , 

.  

, 

. 

. 

, 

. 

.



Abstract

: 

The Internet of Things and Protection of Personal Data

Hwang, Chang-Geun*
79)

In the age of Internet of Things(IoT), every behaviors and data of individuals 
is unnoticeably collected by things and exploited by big data. Consequently, a 
risk of infringement on personal data increases.  

There are hardly any policies at home and abroad which directly dealing with 
personal data protection issues related to Internet of Things. Amongst domestic 
personal data protection laws, Location data law is the most closely related law 
to Internet of Things. About existing personal data protection law, it is necessary 
to reconsider the opt-in rule, a notion and protection extent of personal data and 
location data and the business rgulation regarding personal data collecting and 
exploiting.  

It is neither desirable regulating Internet of Things in order to protect personal 
data nor giving up personal data protection for the purpose of revitalizing Internet 
of Things. What is required is a balanced measure to reduce riskiness of invasion 
of personal data and also to revitalize Internet of Things. It is inevitable 
consequence that data within things connected by internet are collected and 
utilized. Thus, the highest importance lies in a switchover to that data are easily 
collected but not exploited with strict control. Moreover, taking into account 
establishment of international norms and  transactions, Internet of Things needs 
to follow a formation of international standards rather than to be legislated hastily. 

* Professor of Hongik University college of law




